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Under FERPA, 20 U.S.C. @ 1232g, a parent or eligghleent has a right tnspectandreviewthe
studentOsducatiorrecordsandto seek to havethemamendel in certan circunmstances.A parentor
eligible studentmustalsoprovidea signedanddated written consenbeforeaneducationahgencyor
institution discloses personally identifiable information from educatiorrecords. Exceptiongo this
requirenent aresetforth in © 99.31(a).

FERPAapplesto any Oeducaticah agencyor institutionOthat receives funds under any program
administered by the Department. See 34 CFR ©99.1(a). This includes all public K-12 school districts
and virtually all postsecondary institons, public or private. For easeof reference, this docuent uses
the terms school or institution, school district or district, college, ingtution of higher education, and
postsecondary institution, apgopriate, in place of Oeducationagjes and institutions.O elWave
notedall changegrom the Notice of ProposeRulenaking (NPRM) that was published in tkederal
Registeron March 24, 2008 (73 FR 15574). For the purpo$dsis docunent, when we refer to
Ocurrent@gulationsve meanthe FERPAregulationghatare in effect until January 8, 2009.

§ 99.3 Definitions

Attendance is definedcurrentlyto includeattendancén person or by correspondence. (A OstudentO is
definedasanindividual who is or hasbeenQOinattendance@t an educational agency or institution and
regarding whonhe agency or institution amtains educatiorrecords.) The final regulations add

other situations in which studer@attendO classes but are not phisiceesentjncludingattendance

by videoconference, satellite témnet, or other electronic inmfmation and telecommunications

technologies. This change will ensure that individualswho receiveinstruction through distance

learning and other contemporarypdalities arecoveredasOstudentséhd, therefore, that their records

are protected under FERPA. No ngas fromthe NPRM.

Directory information is definedcurrentlyasinformationthat would not generallybe considered
harmfulor aninvasionof privacyif disclosed.School districts and postsondary institutions ay
disclosedirectoryinformationwithout consent if they have given tparent or eligike studentnotice

of thekinds of informationtheydesignatesdirectory informationandanopportunity to opt out of
directoryinformationdisclosures.The statute and current regulatiapscifically list some items as
directory information, including a student@® name; address; telephone number; email address;
photographgateandplaceof birth; enrollment status; and major field of study. Neither the statute nor
current regulations lists any items that may not be designated and disclosed as directory infiom.

SSNs and student ID numbers. Currentregulationsspecify thata student@ Socia Security
Number (SSN) and student 1D number are Qoersonally identifiable informationO(see below)

but do not indicate whether these personaltifiers may be designatednddisclosedas
directory information. The final regulations specifically prohibit the distosure of a studentOs
SSNasdirectoryinformation;basedon public commentsye modified the rule to allow student
ID numbers to be disclosed as directory infatianif theyqualify aselectronicidentifiers
(discussed below). Thiswill prevent districts and institutions from attaching these identifiers to



students@anes on sign-insheetsn classroors, health clinics, etc.; prevent schools from
disclosing lists with these identifiers attached to studentsO nas) addreses, and other directory
information; and prevdrteachers frm using thento postgrades.This changds intendedo

help reduce the risk of unauthorized access to personal information and identity theft by

ensuring that schools do not make these identifiers availabe publicly. Sdool offi cials will till

be able to use class lists with ID numbers but cannotake them available to students or

parents. Teachersthat still post grades publicly will have to use a code known only to the
teacher and the studen

Electronic personal identifiers. Schoolshaveindicatedthatthedirectorieshatsupport
electronic infomation systera used to delivecertainstudentservicessuchasWeb-based
classregistration, access to academic records and library resairces, etc., requiréstlosure of
theusernameor otherpersonaldentifier, usedby a student to gain access to these system
Publickey infrastructurg/PKI) technologyfor encryption and digital gnaturesalsorequires
wide dissermation of the senderOs public kekialvis an identifier. Thefinal regulations
allow school districts and postsewlary institutions to desigte these eectronic personal
identifiersasdirectoryinformation, including student ID numbgrbut only if the identifier
functionsessentiallyasanang, i.e., it is not used by itself uthenticatédentity andcannot
be used by itself to gain access to education records. A uniqie electrort identifier dsclosd as
directory information may be usedto provideaccesso educaion recordsputonly whenthe
identifier is combinedwith otherauthenticatiorfactors know only to the user, such as a secret
password or personal identification number (PIN), or sone other nethod or conbination of
methodsto authenticat¢he userOmlentity andensure that the user is, in fact, a person
authorizedo accessherecords. This changewill ensurehatinstitutionscanuseadvanced
technologies to deliver student services an@sxto education recardAs notedabove,
parentsandeligible studentanopt out of directoryinformationdisclosuresthosethatdo will
not be able to participate in student segsthat are delivered in this manner.

Disclosure is defined currently to mean permitting access to or the release, transfer, or other
communicatiorof personallyidentifiableinformation from educatiorrecordsto any party by any
means. Thefinal regulationsexcludefrom OdisclosreQreturninganeducatiorrecord,or information
from an education record, to the party identified asthe provideror creator of the record. This will
acconplishtwo things. First, a Stateconsolicatedrecord system can dlow a school district or
postsecondary institution to V@accesgo informationthatthatdistrict or instituton providedto the
systemwithout violating the statutory prohibitioon redisclosure, 20 U.S.C. 1232g(b)(3). Second, it
will help sclools deal with falsified transcrig, |etters of recommendation, and other documents they
receive by alowing an institution that has received a questionable document to return it to the
ostensible sender for verificatioThis second problens also addrssedn changedo & 99.31(a)(2),
discussed below.) In response to public cemis, weclarify in the preambléo the final regulations
that we have no authority to exclude from the term QilisclosureOa school district@ or institution®
release or transfer of personaly identifiable information from education records to its State
longitudinal data system or to parties that agree to keep the information confidential, and that the final
regulationsdo not authorizetherelease or transf of educatiomecordsto a studentQsrevious
ingtitution that is not identified as the source of those records. No changes frtim NPRM.

Education records are currently defined as records ta@directly related to a OstudentO and
maintained by an Oeducational agency or institutaniy a party acting for the agency or institution.
(ThetermOsudent@xcludesndividualswho havenot beenin attendane at the agency or institution.)



Post-enrollment records. Currentregulationsxcluderecadsthatonly containinformation
about an individual after he or sheis nolongera studentatthatschool. This was intended to
apply to fundraising and sitar types of recorsirelated to alumni. Sone schools, however,
have mistakenly interpreted this provision to mean that any record created or receivedby the
institution after a student is no longer enrolleyardless of the sudgtmatter,is notan
Oeducation recordO under FERPA. For pkamnder this interptation a settlement
agreement maintained by a school district related to a discrinmation, wrongful death, or other
lawsuit brought by a parent aftitre studentis no longerenrolledis notan OeducatiorecordO
under FERPA and, therefore, could be subjeatdandatorydisclosureunderanopenrecords
law or otherwise released withargnsento anyone. Thefinal regulations clarif that records
that pertain to an individualPeevious attendance as a stnthreOeducatin recordsO under
FERPA regardless of when they were creategcgivedby theinstitution. No changegrom
the NPRM.

Peer-grading (Owasso Indep. Sch. Dist. No. 1-011 v. Falvo, 534 U.S. 426 (2002)). Under
FERPAasdool may notdisclosea studentOgradesto anotherstudentwithout the prior

written consent of the pareot eligible student. (Peer-gradingOis a common educational
practice in which teachers require students to exchange homework assignments, tests, and other
papers, grade one anotherOs vamdthen either call out the grade or turn in the work to the
teacher for recordation. Even though peer-grading resultsin studentdinding out eachotherOs
grades, the U.S. SuprenCourtin 2002issueda narrowholdingin Owasso that this practice
does not vitate FERPA becauseagles on stuaesOpapers are not GnaintainedOunder the
definition of Oeducatiorecords@nd,therefoe, would not be covered under FERPA at least
until the teacher has collected and recorded them in the teacher@ grade book, a decision
consistent \ith the DepartrantOs longstandimpsition on peer-gradingThe Court rejected
assertionshatstudentsvere Qparties acting forOan institution when they scored each otherOs
work andthatthe studenipapersvere,at thatstage Onaintained®ithin the meaningof

FERPA. Among other considei@ts,the Courtexpressedoubtthat Congress intended to
intervene in such a drastic fashion with traditional State functionsor thatthe Ofedergbower
would exercise mmute control oer specific €éaching methods and instructional dynamicsin
classroors throughout the country.O The firsjulationscreatea newexceptiorto the
definition of Oeducatiorecords@natexcludesyradeson peer-gradegaperseforetheyare
collected and recorded by ateacher. This change clarifies that peer-grading does not violate
FERPA. No changegrom theNPRM.

Personally identifiable information. This is discussed belownder & 99.31(b).

State auditor is not defined in current regulationSection99.31(a)(3)and99.35o0f the current
regulationsallow disclosureof eduction records to Cstate and local educational authoritiesOfor audit

and evaluation of State and Federally fundedtation progrars, or for he enforcement of or
conpliancewith Federalegalrequirenentsthatrelateto thoseprograns. Legislativehistoryfor Pub.

L. 96-46 (1979), which added 20 U.S.C. & 1232g(gF)ERPA, indicates that Congress intended to
include State auditors within the statutory exception for Oaudits or&ations.O H.R. Report 96-338 at
10, 14 (1979) and 125 Cong. Record S20327 (July 24, 18@®ment of Sen. Pell). The amendment

is ambiguous, however, because the statutory language does not actually mention GauditorsOand refers
only to OState and local educational officials.Oh&Vebeenconcernediboutthe potential breadth of
thesedisclosuregjiventhe anbiguity of the statutoy term and the lack of detail in the legidlative

history regarding which among many possible entities should be considered OState auditors.O



Theproposedegulationsaddressetheissueby defining OStatauditor(99.3) as a party under any
branchof governnent with authorityandrespongbility under State law for conducting audits, and
limited disclosurego Oaudits, @efinedasOtestingonpliancewith applicabldaws, regulationsand
standardsO (= 99.35(a)(3)).eProposed this naww definition of Oaudi®which would limit which
entitieswould gainaccesgo personallyidentifiableinformation in educationecordsjn orderto honor
congressional intent without openitige doorto potentialabusedy a multitude of agencies seeking
thatinformation for their own purposes.

We received many comments opposing the proposed definition of OauditsO because it would prev
auditors from conducting Operfamee auditsO.6., evaluations of prograsfficiency and
effectivenes), which arespecificallyincludedasprofessional services undtae U.S. ComptrollerG
Generally Accepted Goverramt Auditing Sandard§GAGAS). Smply expanding the definition of
OauditO in the final regulations, however, wiagde unaddressed our ca@nnaboutthe potential
breadth of the term CBtate auditor,Owhich our researcthasshown couldincludea largenumberand
variety of Stateofficials andoffices that perforna range of functions, depending on how the tisrm
definedor interpreted.In additionto therangeof possibleoffices,titles, and functions, we identified a
number of important issues that would need t@aldressed, such as wheta@ewdefinition should
include only auditors who follow GAGAS and the cegsences of excluding itain officials. Given
these unresolved policy issues for which we do neg e benefitof public comment, andour legal
concern over @king a substantive change withquublic comment, we decided to remove the State
auditor provisions fronthe final rule, continu& studythe matter, and issue guidance or new
regulationsasappropriate.

§ 99.5 Disclosures to parents and rights of students. Under current regulations, all rights of parents
underFERPA includingtheright to inspectandreview education records, &eekto haveeducation
records amended in certain circumstances, and to consent to the disclosure of education records,
transferto the studentoncethe studenthasreachedL8 yearsof age or atends a postsecondary

institution and thereby becasan Qaible student.O Current regulations aso provide that even after
astudent has become an Gligible studentOunder FERPA, postsecondary institons (and high sabols,
for students over 18 years of agegynallow parents thave accesso their childOsducatiorrecords,
without the studentGsonsent, in the following circumstances: the student is a dependent for Federal
income tax purposega 99.31(a)(8))thedisclosures in connection with a health or safety emgency
under the conditions specified in @ 99.36(i.e., if knowledgeof theinformation is necessary to protect
the healthor safetyof the studentor otherindividuals(a 99.31(a)(10)))andfor postsecondary
studentsthe studenthasviolated any Federal t&e orlocallaw, or anyrule or policy of the institution,
governingthe useor possessionf alcoholor a controlledsubstancef theinstitution determines that
the student has committed a disciplinary violation regarding that use or possession and the student is
under 21 at the time of the disclosurg(= 99.31(a)(15)).

The Departrent has been concerned that smulleges and other postsecondary institutions do not
fully understand their options with regard to disohg education records (or personally identifiable
information from education records) of eligible studentgo their parentsandcontinueto believe
mistakenly that FERPA prevents them frogeasing this information to parents under any
circumrstances, including a health or safetyeegeny. The final regulations atify that disclosures to
parents are permissible without the studentGsonsenunderany of thes threeexceptions.Thatis, a
schoolmay discloseeducatiorrecordsto a parentof a dependenstudentunde any circumstance; this
exception to the consent requirement is likely to cover the vast mgjority of traditional college students.
Even if a student is not a dependent, a postsecpnaitution nay disclose education records to a
studentOs parent under aleholor controlledsubganceexception(a 99.31(3(15)) or in connection
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with a health or safety eengency (= 99.31}610)) under the circumstances set forth in @ 99.36,
discussed below. The change will help these institutions understand that while they may choose to
follow apolicy of notdisclosinginformationto the parents of eligible students, FERPA does not
prevent them from doing so in most circumstances. No changes from the NPRM.

§ 99.31(a)(1) School officials. Undercurrentregulationsschool districtsandpostsecondary
institutions may allow Gchool offi cials, including teachers, within the agency or institutionOto have
access to studentsCeducation records, without consent, if they have determined that the official has
Oegitimate educational interestsOin the information. Under & 99.7, a district or postsecondary
institution that discloses inforation under thigxception mst include in its annualBHRPA
notificationfor parentsandstudens a specificationof criteriafor determining who constitutes a school
offi cial and what constitutes a legitimate educational interest. ulosures to school officials with
legitimate educational interests are not subject to the recordatn requirenentsin & 99.32.

§ 99.31(a)(1)(i)(B) Outsourcing. Neitherthe statutenor current regulations addresses
disclosure of education records withoahsent to non-epioyees retained to perform
institutionalservicesandfunctions. Thefinal regulationsexpand the Oschool officialsO
exception to include contractors, consultants, volunteersandotheroutsde service providers
usedby a schooldistrict or postsecodaryinstitution to perform instittional senices and
functions. A contractor(or othe outside service provider) thistgivenaccesdo education
records under this provisionust be under the @ictcontrol of thedisclosing institution and
subjectto the sane conditionson useandredisdosureof educatiorrecords that govern other
school officials (see @ 99.33). In particular, tomtractor mst ensuréhatonly individuals
with legitimate educational interests (as determined by the district or ingtitution, asappopriate)
obtain access to personally identifiable information from education records it maintains (or
creates) on behalf of the district or institution. Further,in accordancevith & 99.33(a)and(b),
the contractor ry not redisclose personallyddtifiable information without consent unless the
district or institution has authorized the redisclosure undera FERPAexaoeption andthe district
or institution records the subsequerdisclosure.A district or institutionmay notdisclose
educatiorrecordsto anoutsideserviceprovide underthis exceptionunless it has specified in
its annualFERPA notificationthatit usescontractorsconsultats, volunteersgtc.asschool
officials to provide certain ingtitional services and functiong districtOs or institutionOs
recordation of adisclosure to an outside service provider will not waiveits failure to comply
with the annual notification requimgents for outside service providers.

This changés consistentith the DepartrentOs longstanding guid&ihat FERPAdoesnot
require school districts and postsecondary irtstis to provide dl institutional services and
functions onan in-house basis. As institons have expandedherange of serviceshey
outsource, from traditional legal anddebtcollectionservicedo fundraising, enrollrent and
degreeverification, transcriptdistribution,andinformationtechnology(IT) servicesandmore,
theneedto establishin regultionsthe conditionsfor thesenon-consensual disclosures has
becone critical. In additionto requiring the disclosing institutidie havedirectcontroloverits
outside service providers@intenance and use eflucation records, the regulations explain
that disclosure is petitted unde this exceptiononly if thedistrict or institution is outsourcing
aservice it would otherwise provide using employees. For example, postsecondary institutions
may not use this exception to disclose ediacatecords, withoutansentto afinancial
institution or insurance copany that providea goodstudentdiscounton serviceghatthe
institution would not otherwise provide. Thigll prevent uncontrolld designation of outside



partiesasOschoabfficialsOfor marketing and other purposes for which non-consensual
disclosure of education recorgsot authorizedoy statute.

In response to public comments, the prekothe final regulations explains that State
educational authorities that operate State longitudinal data systems are not Gchool officialsO
underthis exceptionandthatdisdosuresto theseStatesystens generally fall under the Gaudit

or evaluationOexception. The preamble aso explains how a district dnstitutionmay disclose
education records without consea its own law enforceamt unit under the school officialsO
exception but not to outside police officers.e Wvised the regulations to clarify that the
Qiirect control Orequirement means control of the outside service providerOaintenance and
use of infornation from education records aisthot intended to affect the outside partyOs
statusasanindependentontractor or renderthatparty anenployeeunderStateor Federalaw.

§ 99.31(a)(1)(ii) Controlling access to education records by school officials. Current
regulationsdo not specifywhatstepsjf any,aschool district or postsendary institution mst
take to enforce the Qegitimate educational interestsOrequirement in the schoolofficialsO
exception. Parents and students have complained that school officials have unrestricted access
to the education records of al students in a district@ or institution system, particularly in

districts and institutions where records are maintained dectronically. Institutions themselves

have expressed uncertainty abotivnethods they should use to cpiy with this

requirenent when establishing or upagling their recordkeeping systems.

The final regulations require school districtslgostsecondary institutions to use Oreasonable
methodsOto ensure that teachers and other school offi cials (including outside service providers)
obtain access to only those education records -- paper or electronic -- in which they have
legitimate educational interests. Many disisiandpostsecondarinstitutions already use
physical or technological contrdis protecteducatiorrecordsagainst unauthorized access,
such as locks on filing cabinets for paper res@dd software applications with role-based
access controls for electronic records. Under the final regulations, districts and institutions may
foregophysicalor technologichcontrolsandrely insteadon administrativepoliciesfor
controllingaccesgo educatiorrecords by school officials. hbse that choose thisethod nust
ensure that their administrative policy is effective and that they remain in compliance with the
legitimate educational interest requirement for accessing records. In particular, if a parent or
eligible studentallegesthata schoolofficial obtainedaccesso the studentO®cordswithouta
legitimate educational interest, the burdenis onthedistrict or institution to showthatthe school
official had alegitimate educational interest in the information. In response to public
comments, the preamble to the final regulations explainsthatthe requirenentfor using
OreasonablaethodsGpplieswhetheranagencyor institution uses physical, technological, or
administrative controls to restrict accasseducatiorrecordsby schoolofficials.

The prearhle to the NRM suggested that districandinstitutionsshouldconsiderrestricting
or trackingaccesgo educatiorrecordsby schoolofficials to ensurethattheyremain in
compliance with this requirement. (Recommendationsfor safeguardingducatiorrecordsfrom
unauthorized access and disclosure outside the institution itself are discussed below.)

In terms of assessing the reasonableness of methods used to control access to education records
by schoolofficials, the preanble to thefinal reguationsexplainsthattherisk of unauthorized
access means the likelihood that records may be targeted for compromise and the harm that
could result. Methods are considered ogableif theyreducetherisk to alevel
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commensuratevith thelikely threatandpotental harm. The greater the harmthat would
result, the rmre protections achoolor district mustuseto ensurethatits methodsare
reasonable. For example, high-risk records, such asSSNsandotherinformationthatcouldbe
used for identity theft, should generally receive greater and more immediate protection than
medium- or low-risk records, such as those containingonly publicly available directory
information. We note aso that reasonableness dependailtimately on whatarethe usualand
custonary goodbusinesgracticesof similarly situatedinstitutions,which, in turn, requires
ongoingreviewandmodification of methodsandproceduressstandadsandtechnologies
change.

Many institutions use software with role-based security features that limit an individual @
accesdo electroric recordsbasedn their professional responsibilities and, therefore, already
comply with the final regulations. Those that do not will now have specific guidance for
updatingor upgradingthe securityof their recordkeeping systeras appropriate. No changes
from the NPRM.

§ 99.31(a)(2) Student’s new school. Under current regulations, ahgml districtor postsecondary
institutionmay discloseeducatiorrecordswithout consentto officials of another school, school
system or postsecondarinstitutionwherea studentOseeker intendsto enroll. OTherehasbeen
uncertaintyin the educatiorcommunityaboutwhetherthe Oseeks or intendsatarollanguagen the
statuteandcurrentreguldionsauthorizesa district or institutionto send,or continuesending,
educatiorrecordsto a studentOsewschooloncethe studenthasactuallyenrolled. Thefinal
regulationsclarify thatthe authorityto discloseor transgr education records to a studentOs new school
does not cease automatically the moment a student has enrolled and continugés anyfuture pointin
time solong asthedisclosures for purposeselaedto the studentOsnrdiment or transfer. In
responséo public comments, we explainin the preanile to the final regulations that this means that a
school nay disclose any records or infaation, incuding health and disciplary records, that the
school could have disclosed when the student e@lsiisgor intendingto erroll in thenewschool.

We dso explain in the preamble to the final regulationsthatthereareother Federalaws, suchasthe
Individualswith DisabilitiesEducationAct (IDEA), @504 0f the Rehabilitation Act of 1973, and Title
Il of the Americanswith Disabilities Act of 1990(ADA), with different requirements that may affect
the release of sudent information. For example, @504 generally prohibifgostsecondary institutions
from making pre-admission inquiries about an applicantOs disability status. However, afteriadion,
1504 and Title 1l of the ADA do ngdrohibit institdionsfrom obtaininginformation concerning a
current student, including those with disabilitizem any school previously attendedy the studentn
connectiorwith anemergencyandif necessaryo protect the health or safety of a student or other
personsinderFERPA.

The clarification regarding the nature of the disclosure authority under this section will dlow a
studentOs previous schoolup@enent, update or correctanyrecordsit sentduring the studentOs
applicationor transferperiod. Combinedwith the changeso the definition of OdisclosureO (described
earlier)thatallow a studentOsewschool to return a transcript other docurant to the purported
sender or creator of the record, this changewill alsoallow a studentQsrevious school to identifany
falsified or faudulent records arekplain the meaning of any records disclosed previously to the new
school. No changes from the NPRM.

§ 99.31(a)(6) Organizations conducting studies. Current regulations restate the statutory provision
that allows a school district or gescondary institution to discloserpenallyidentifiableinformation
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from educatiorrecordswithout consentto organizations conducting studiesofor on behalfofOthe
disclosing institution for purposes of developing, validating, or administering predictive tests;
administeringstudentaid prograns; or improvinginstruction. (Notethat under changes to @ 99.35(b),
discussed below, this exception napplies also to State educational agencies (SEAs) and State higher
education authorities that reee educatiorrecordswithout consent from school districts and
postsecondary institutions urrde99.31(a)(3) for audit, evaluatioor, enforcement purposes.) Under
current regulations, inforation disclosed under théxceptionrmustbe protectedso that students and
their parents cannot be personally identified by anydherthanrepresentativesf the organization
conducting the study, andust be destroyed when tengerneededor the study. Failureto destroy
information in accordance with this requirement could lead to a five-year ban on the disclesd
information to that organization.

Current regulations do not explairhatOfor,or on behalfofOmears. Organizationseekingio
conductindependentesearcthaveasked for clarification about the circustances in which personally
identifiableinformationfrom educatiorrecord may be disclosed without consentinder this

exception, and districts and institutions have askeether they may use this exception even if they
have no particular interest the proposed study.

The final regulations require a sahdalistrict or postsecondary ingtiton that uses this exception to
enter into a written agreement with the recipient organization that specifies the purposes of the study.
The written agreement must specify that information from educatiorrecordsmay only be used to meet
the purposes of the study statedh@ written agreeent and must contain the current requieata in

a 99.31(a)(6) on redisclosure and dedtinn of infomation, as described above. In response to public
commentsyve revisedtheregulationgo require that the written agreement must require the
organizatiorto conductthe studyin a manner that does not peitnpersonal identificabn of parents
andstudentdy anyoneotherthanrepresentatives of the organizatiaith legitimate interests. The
final regulations also require that the written agreement must specify the purpose, scope, and duration
of the studyandtheinformationto bedisclosedyequirethe organizatiorto destroyor returnall
personally identifiable infenation when no longereeded dr the purposes of the study; and specify
the time period during which the organization megherdestroyor return the information.

In response to public comments we added apr@wision in theregulationsstaing that an agency or
ingtitution is not required to initiate research requestsor agreewith or endorsethe conclusionor
resultsof the studywhendisclosinginformation underthis exception. However the statutorylanguage
Jor, or on behalf of Qindicates that the disclosing district or institution agrees with the purposes of the
studyandretainscontrolovertheinformation from education records that is disclosed. The written
agreenentrequiredundertheregulaionswill helpensurehatinformation disclosed under this
exception is used only to meet the purposes of the study as statethe agreement and that all
redisclosurenddestructon requirenents are met.

We dso explain in the preamble to the final regulationsthatalthoughdisclosure of personally
identifiableinformationwithout consentis allowed for studies under théxceptionwe recomnend
that whenever possible agencies and institutions either release de-identifi ed information or remove
studentsO namand SSNs to reduce the risk of utherizeddisclosureof personally identifiable
information.

Applicability of this provision to SEs and Stat higher educational authorities that redisclose
personally identifiable infanation fromeducaton records on behalf of school districts and
postsecondary institutionsdéscussed below under & 99.35(b).

8



§ 99.31(a)(9)(ii) Ex parte court orders under USA Patriot Act. Current regulations do not address
amendnentsto FERPA under the 8A Patriot Act, Pub. L. 107-56, which authorizes the U.S.
Attorney Genera (or designee)to applyfor anex partecourtorderthatallowsthe Attorney General to
collect education records from an educational agency or institution, without the consent or knowledge
of thestudentor parent thatarerelevant to an investigationor prosecutiorof anoffenselistedin 18
U.S.C. 2332b(g)(5)(B) or an act @dmestic or international terrorism specified in 18 U.S.C. 2331.
Under the statutory amendment and final regulations,schooldistrictsandpostsecondary institutions
are allowed to make these disclosures without consent arotice to the parent atudent that would
otherwise be required under @ 99.3{9aof the regulations and withorgcordingthedisclosureunder
1 99.32(a). Notethatthe courtorde itself may instruct the districor institutionnotto notify the

parent or student or record the disclosuredofcation records, or dis@ethe existence of the ex parte
order to any party.

The district or ingtitution that is served by the Attorney General with ax partecourt order under this
exceptionshouldensurethatthe orde isfacially valid, just as it does when determining whether to
conply with otherjudicial ordersandsubpoenasnde @ 99.31(a)(9).1t is not, however, required or
authorized to exaime the underlying certification d&cts that the Attornegenerals requiredto
present to the court in the Attorney General 3 application for the order. No changes frahe NPRM.

§ 99.31(a)(16) Registered sex offenders. The CampusSexCrimesPreventiorAct (CSCPA),which
is @ 1601(d)of the Victims of Trafficking and Violence Protection Act of 2000, Pub. L. 106-386,
created a new exception to the consent requirent in FERPA that allows school districts and
postsecondary institutions thsclose informtion concerning gisteredsexoffendersprovidedunder
State sex offender registration azaimpus community notification pragrs for institutionsof higher
education required under thegidérling Act, 42 U.S.C14071. Underthe Wettering Act, Statesmust
requirecertainsexoffendersto register their name and address with the State authority where the
offenderlives, works,or is enrolledasa student. States are also required to release relevant
informationnecessaryo protectthe public concening persons required to register under what are
known as Ocomumity notification programs.O

CSCPAcontaingregistraion and notice requirements designed specifically for higher education
campus communities, including a requirement that States collect information about a registered
offender@ enrollment or employment at an institution of higher education, along with any change in
enrollment or enployment status at the institutioand make this information available promptly to a
campus police department or other appropriate law enforcemenagency. CSCPAalsoamendedhe
HigherEducationAct of 1965(HEA) by requiringinstitutions of higher edtationto advisethe
canpus community where it can obtain infationabout registered sexfenders provided by the
State under the ¥terling Act, such as a cgmaslaw enforcenant office, a local law enforcesnt
agency, or acomputer network address. While the FERPA amendment was made in the context of
cSscPAOGamendmentsipplicableto the higher education community, the Department determined that
all agenciesndinstitutions, including elemntary and secomdy schools and schodistricts, are
covered by the amendment.

Theregulationsadda newexceptionthatallowsa school district or pdsecondary institution to
disclosewithout conseninformationit hasreceived from a State under the Wetterling Act about a
studentwho s requiredto regiser asa sexoffenderin the State. In response to comants, we
removed the sentence stating that nothing in FEREjuiresor encouragea schooldistrict or
institution tocollect or naintain information doutregsteredsexoffendersbecausét couldbe
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confusing and could discourage schools fitistlicsing relevantinformationabouta registeredgsex
offender in appropriate circistances. Note thdisclosuresinderthis exceptionarerequiredto
conply with guidelines issued by the U.S. Attey General for State community notification
programs, which were published in the FederalRegisteron Jan. 5, 1999 (64 FR 572) and Oct. 25,
2002 (67 FR 65598).

§ 99.31(b) De-identification of information. Education records may be released without consent
underFERPAIf all personallyidentifiableinformation has been reaved. The final regulations
provide objective standards under which school districts, postsecondary institutions, SEAs, State
highereducatiorauthoritiesandary otherparty may releasewithout consenteducatiorrecordsor
informationfrom educatiorrecords thathasbeende-identified through the neoval of al Qersonally
identifiableinformationGakinginto accountuniquepatternsof information about the student, whether
throughsinge or multiple releasesandotherrea®nablyavailableinformation. The new standard

apply to both individual, redactedcords and statistical information from education records in both
studentevel or microdda and aggregate form

Under current regulationpersonally identifiable information (PI1) includes a student@ name and
otherdirectpersonaldentifiers,such as the studentOs SSN or studamber. PIl also includes
indirect identifiers, such as the name of the studentOs parent or ofiaily members; the student® or
familyOs address, and personal characteristioherinformation thatwould make the studentOs
identity easily tracede. The find regulations add biometric records to the list of personal identifiers
thatconstitutePIl, andaddotherindirect identifiers, such as date andplaceof birth andmotherOs
maiden nane, as exaples of identifiers that shouloke considered in deteming whether information
is personally identifiable. In response to pubticnments, the final regulations define Olgiin
recordOto mean arecord of one or more measurable biological or behavioral @nacteristics that can be
used for autoed recognition o&n individual, including fingerpris, retinaandiris patterns,
voiceprints DNA sequ@&ce,facial characteristics, and handwnitj. The definition is based on
National Security Prégential Directive 59 ad Homeland SecurityPresidential Directive 24.

The final regulations remove frothe definition of PII the referende (ther information that would
make the student@ identity easily traceableObecause the phrase lacked specificity and clarity, and
possibly suggested a fairly low standard for proteatthgation records. Inits place, the regulations
add that PIl includes Gther information that, alone or in conrbination,is linked or linkableto a specific
student that would allow areasonablepersonin theschoolcommurity, who doesnot havepersonal
knowledge of the relevant circtancesto identify the studentwith reasonableertainty.OThis
change brings the definitionare in line withrecent Office of Management and Budget (OMB)
guidanceo Federalgencieswith modificationstailored to the educational commrunity. (See OMB
M-07-16, CBafeguarding Against and Responding to the Breach of Personally Identifiable InfoationO
at footnote 1: http://www.whitehouse.gov/bimemoranda/fy20007-16.pdf.) Under the fina
regulationsPIl alsoincludesOnformation requested by a person who the educational agency or
institution reasonably believes knowe ttientity of the studento whomthe educatiorrecordrelates.O

The definition of PII provides objective standardsdistricts, institutions, SEAs, State higher
education atinorities, ad other parties that releas#ormation, either at will or in reponseto anopen
records request, to use in deternining whetherthey may releasanformation,includingin specialcases
suchasthoseinvolving well-known students or records that concergliiy publicized incidents. In
response to public comments, we clarify in the preamble to the final regulationghatthedisclosing
party nmust look to local news, events, anddia wveragen the OschootommunityOin determining
whether Oother inforationO (i.e., infonation otherthan direct and indirect identifierslisted in the
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definition of PIl), would make a particular record personally identifiable even after all direct identifiers
have been removed. In regardstecalledtargetedequess,thefinal regulationlarify thata party
may not release information from education records if the requester asks for the record of a particular
student, or ithe party has reason to believe tiarequesteknowstheidertity of the studento
whom the requested records relate. These standards for determining whether records contain Pl also
apply to the release of statistical information from education records, in particular small data cells that
may identify students.

Under the final regulations a party that releases elther redacted records or statistical information should
alsoconsidemtherinformationthatis linked or linkable to a studentsuch as law enforcement records,
published directories, and other pgbliavailablerecordsthatcouldbeusedto identify a studentand
the cunulative effect of disclosure of student data all cases, the disclosing party must detieem
whether the other information that is linked or linkableto aneducatiorrecordwould allow a
Oreasonablgersonin the schoolcommunityQo identify the studentOwithreasonableertainty.Q(In
response to public comment, we changed Gchool or its communityOto Gchool communityOto avoid
confusion.) Theregulationgecognkethattherisk of avoidingthe disclosure of PIl cannot be
completely diminated and is dways a matter of analyzingandbalancingrisk sothattherisk of
disclosures verylow. Therea®nable certainty standand the newdefinition of PIl requires such a
balancing test.

In regard to statistical information from education recordsthefinal regulationgecognize that it is not
possible to prescribe a single disclosure limtation method to apply irevery circunstance to nmimize
the risk of disclosing I The preamble to the final regulations does, however, provide several
examples of the kinds of statistical, scientific, andechnological concepts used by tresl€&ral
statistical agencies that can assist partiesin developinga soundappoachto de-identifing information
for release depending on what inf@tion has alredy beenreleasecandwhatotherinformationis
publicly available.

Thefinal regulationsalsocodify the DeparmentOdNovember 18, 2004,guidanceto the Tennessee
Departnent of Education by allowing a disclosipgrtyto attacha codeto properly de-identified
studentevel informationfor educaion researchywhich would allow the recipient to match information
received from the same source. (The recipient may not have access to any infation about he the
disclosing party generates and assigns a record aotlet would allow the recipient to identify a
studentbasedon therecordcode;certin otherconditionsapply.) A parly thatreleaseslataunderthis
provisionmustensurethatthe identity of any student cannot be determined with reasonable certainty
in this Ocodedata,dncluding assurancesf sufficientcell andsubgroupsize,andthelinking key that
connectghe codeto studentinformationcannotbe shared with the requesting party. The Depantm
believes that these standards establish an appropailaiecethatfacilitateseducationatesearctand
accountabilitywhile preservinghe privacy protectionan FERPA. As notedabove the Departnent
cannot specify in general which disclosureitation methods should be used in any particular case.
However, parties are directed tmnitor releasesf codedmicrodatato ensue that overlapping or
successive releases do not result in data sets in which Pl is disclosed.

§ 99.31(c) Identification and authentication of identity. The final regulations require a school
district or postsecondaigstitution to use reasonablesthods toidentify and authentate the identity
of parents, students, school oféils,andany otherpartiesto whomthey disclose education records.
Current regulations do not address this issue. Authentication of identity is more complex for
disclosureof electronicrecordsasnewmethodsand technologies are developed. Under the final
regulations, districts and institutions may usePINs, passwordspernalsecurityquestions; Gmart
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cardsOand tokens; biometric indicators; or other factors known possessednly by theuser,as
appropriate. No changes from the NPRM.

§ 99.33 Redisclosure of education records. Current regulations prohihiecigents of education
records, without prior written consent, fraedisclosingpersonallyidentifiableinformationfrom the
records unless the agency or itgion disclosed the inforationwith the understandinghatthe
recipientmay make furtherdisclosure®nits behdf underoneof theexcepionsin @ 99.31andthe
agency or institution records the redisclosure.

§ 99.35(b)(1) By Federal and State officials. Current regulations do not permit Federal and
State officials that receiveducatiorrecordsunderaa 99.31(a)(3)and99.35for audit,
evaluation, and compliance and enforcement purposes to rediscloseeducatiorrecordsunderthe
conditions of @ 99.33(b). The fiheegulations permit these officialsto rediscloseeducation
records under the sagonditions that apply currdptto other recipients of education records.
For exanple, an SEA that has obtained edumatecordsfor audit,evaluationor conpliance
andenforcenentpurposesnay rediscloseherecordsfor other qualifying purposes under

2 99.31. These include forwarding records taudeitOsew schooldistrict andto another
official listedin @ 99.31(a)(3)Xsuchasthe Secretary, or an Skor State higher education
authority) for another cplifying audit, evaluation, or copfiance and enforceamt purpose.
This will facilitate the development of consolidated State data systems used for accountability
andresearclpurposes.Thefinal regulations also allow State akRederal officialsto redisclose
education records under other exceptiondistedin & 99.31(a)jncludingdisclosuredo an
accrediting agency; in connection with a health or safety emergency; and in compliance with a
court order or subpoena. No changes ftbedNPRM.

§ 99.33(b)(2) Under court order or subpoena. The final regulations require an S®Br other
partythatredisclosegducatiorrecords on behalf of an edueatal agency or institution in
compliance with a court order or subpoenao complywith the parental notification
requirenents in @ 99.31(a)(9)(ii) befe it respondso the orderor subpoena We alsorevised
the five-year penalty rule in @ 99.33(e) so thah&@Departnent deterninesthatathird party,
such as an SEA, does not notify the parent as required,the agencyor institutionmay not allow
that third party access to education records for at ledadive years.

§ 99.33(c) Clery Act. Under current regulationsimplementing the Jeanne Clery Disclosure of
CampusSecurityPolicy andCanpusCrimes Statistics Act (Clery Act) in the HEA,
postsecondary institutions are remui to inform both the accuser and accused of the oetcom
of any institutional disciplinary proceeding bgii alleginga sexoffense. CurrentFERPA
regulations permit a postsecondary institution to disclose the outcome of a disciplinary

proceeding to avictim of an aleged perpetrator of a crime of violence or anon-forcible sex
offense, regardless of the outagrbut onlyon the conditionthattheinstitution notify the
recipient that he or she may not redisclosaheinformationwithout the student-perpetratorOs
consent. Sompostsecondary institutions haseguired the victim to execute a non-disclosure
agreement before they release the information required under the Clerych The Departrent

has determined that the statutory prohibition on redisclosure of information from education
records in FERPA does not apply to information that a postsecondarinstitutionis requiredto
releasdo studentainderthe Clery Act. Thefinal regulationgrovidethat disclosures under the
Clery Act are not subject to the prohibition odiselosurdan @ 99.33(a)and that postsecondary
institutions may not require the victim to execute a non-disclaswr confidentiality agreement
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in order to receive information that the institution is required to disclose under the Clery Act.
No changes from the NPRM.

§ 99.32 Recordkeeping requirements. Current regulations requiag educational agency or

institution to maintain arecordof redisclosure# hasauthoized under & 99.33(b), including the nean
of theadditionalpartiesto which the receiving party ay further distose the information on behalf of
the agency or institution and their legitimate interestsundera 99.31in receivingtheinformation. In
response to public comments on thisissue, and in orderto easethe administrativeburdensof
recordkeepingwe revisedtheregulationgo require a Stateor Federalbfficial thatrediscloses
education records on behalf of an agency or iristitdo comply with these recordation requirements
if the agency or institution does i so, and to make the record available to an educational agency or
institution upon request within a reasonable period of time not exceeding 30 days. An educational
agency or institution is required to obtain a copy of the State or Federal official @ record of further
disclosures and make it available in responséo a parentOsr eligible studentO®questo reviewthe
studentOs record of disclosures. The regulationsliaoa State or Federal official to maintain the
recordby the studentOdass school district, or other grouping rather than e name of the student.

§ 99.36 Health and safety emergencies. Current regulations state, inrpahat an educational agency
or institution may disclose personally identifiable inforation from education records to appropriate
partiesin connectionwith anemergencyif knowledgeof the infomation is necessary to protect the
health or sady of the student or other individual3he current redations also tate that the éalth
andsafetyemergencieprovisionsmust be Ostrictly construed.O

The final regulations remove tllenguageequiringstrict constrution of this exceptionrandadda
provisionthatsaysthat,in making a deternmation under & 99.36, amlecational agency or institution
may takeinto accounthetotality of the circumstances pertaining to athreatto the sakty or healthof

the student or other individuals. If the school determes that therés an articulable and significant
threat to the health or safety of a student or otherindividuals,it may disclose information from
education records to appropriatetps whose knowledge of the infoation is necessary to protect the
healthandsafetyof the studentor otherindividuals. In responseo publiccommentsyve revisedthe
recordkeeping requirements in & 99.32(a)(5) by requiring an educational agency or institution to record
the articulable and significant threat that formed the basis for the disclosure and the parties to whom
the information was disclosed. If thereis arationa basis for the determination, the Department will

not substitutdts judgment for thatof the educatioal agency or institution in deciding to release the
information. Section 99.36 also piides that Oappropriate partiestiuie Oparents af digible
student.Qn responséo public comments, the preamble to the final regulations darifies the
circurmstances under which an educational agemaystitution may releag without consent an

eligible student@ Qreatment recordsOfor purposes other than treant.

These chargs were nade as a result of issues thadre raised after the Virginia Tech tragedy in April
2007. In the first instance, the Secretary deirgenhthat greater flexibilityand deference should be
afforded b adninistrators so hattheycanbring appropriateesouces to bear on circumstances that
threaten the health or safety of individuals. With regardto the secondamendnentaddingOparentsto
those considered an Gappropriate party,Othis change will darify to colleges and universities that
parents may be notified when there is a health or safetyemergencyinvolving their son or daughter,
notwithstanding any FERPA provision thaight otherwise prevent such a disclosure.

§ 99.37 Directory information. Currentregulationspernit thedisclosure of properly designated
directory information without meetingFERPAOwritten consentequirenmrent. A school mst
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designatehe categorieso bedisclosedandpernit studentghe opportunityto opt out beforemaking
such disclosures.

§ 99.37(b) Former students. Current regulations peiitrschools to disclose directory
information on former students without providing notice as otherwise required or an additional
opt-out opportunity. The finakgulationgequireschoolsto honora former student@ opt-out
requesmadewhile in attendancenlesst has beenspecificallyrescindedy the former
student. Ths will make clear that schoolsay not disclose the directory information of a
former student if the student @gtout of the disclosure while the student was in attendance.
No changes from the NPRM.

§ 99.37(c) Student identification and communication in class. Currentregulationsdo not
address whether a student who opts outrafctiory information disclosures ay prevent
schoolofficials from identifying the studentoy name or from disclosinghe studentGslectronic
identifier or institutional email addressin class. The final regulations provide specifically that
anoptout of directoryinformationdisclosure does not prevent a school frasentifying a
student by name or from disclosing a student® dectronic identifier or institutional email
addressin class. This change clarifiesthat aright to opt out of directory infomation

disclosures does not include aright to renain anonynous in class, and &g not be used to
impede routine classroom coranications and inteciions, whether classis held in a specified
physical location or on-line thughelectroniccomnunications.No changes fronthe NPRM.

§ 99.37(d) Use of SSNs. Current regulations do not specélty prohibit the use of SSNs to
identify students when disclosing or confing directory information. The final regulations
prohibitthe useof an SSNasanidentification e ement when disclosing or confirrmg directory
information unless the student has provided written conseitihé disclosure. San
institutionsandvendorsproviding servicessuchasdegreeverifications on behalf of the
institution currentlyusea studentO8SN asameans of confiring identity. Unless the student
hasprovidedprior written consento confirm the SSN, this implicit confirmation of the SSN is
improper under FERPA. No changes from the NPRM.

§ 99.62, § 99.64, § 99.65, § 99.66, § 99.67 Enforcement Provisions. Currentregulationscontaina
number of provisions that address the DepartemtOs authority, tbugh the Family Policy Compliance
Offi ce (FPCO), to investigate a school district or postsecondary ingtiton whena parentor eligible
student files acomplaint. Thefinal regulations enhancendclarify the Department@® enforcement
responsibilities as described@onzaga University v. Doeb36U.S.273(2002). In particular,the
regulationsclarify thatFPCOmayinvestigate allegations that FERMas beenviolatedmadeby a
school official or sora other partythat is not a parent @ligible studentjncluding information that
has been brought to thiention of the Departemt by nedia reports The regulations also clarify that
a conplaint does not have to allege that an insbtuhasa policy or practce of violating FERPAIn
order for the Departemt to initiate an investigain or find theinstitutionin violation. In responséo
public comments, we removed a provision in theoposed rules that woulthve required FPCO to
find that an educational agency or institution has apolicy or practice in violation of FERPA in order to
take any enforcement action because it unnecessarily limited the DepartmentOsnforcement authority .

Safeguarding recommendations. The preambles to the NPRM and final regulations contain non-
binding recommendations to help agencies and institutions face significant challenges in safeguarding
education records fromnauthorzed access and disclosure. These challenges include inadvertent

posting of studentsO grades or financial infion on publicly availableWebseners:theft or lossof
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laptopsandotherportabledevicesthat contain education records, computerhacking;andfailure to
retrieve education records at termination of employment. Agencies and institutionsareencouragedo
review the National Institute of Standards and Technology(NIST) SpecialPublication (SP) 800-100,
Olnfornation Security Handbook: A Guide fiManagers,@ndNIST SP 800-53, ORecommended
Security Controls for Federtiiformation SystersO for guidance and to use argthads or
technologies they determine are reasonableitigate the risk of unautharedaccessanddisclosure
taking into account the likely harm that would result. The reconamdations also include suggested
responses to data breaches and other unauthorized disclosues, such as repamng theincidentto law
enforcement authorities; taking steps to retrieve data and prevent further @bl osures; identifying al
affected records and students; deiamy howthe incident occurred; determining whether
institutional policies and procedures were breached; and conducting a risk assessment. Notification of
studentss not requiredbut recomnended.
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